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Executive Summary   

As eGovernance is making inroads across the globe, the need for cloud computing is taking 

center stage and many government bodies are looking for effective ways to engage 

stakeholders and to achieve better cross-agency collaboration.  This, in turn means that there is 

a greater need for better alignment of resources and efforts in terms of more robust decision 

making ability viz-a-viz IT readiness, minimize investments in datacenter while maximizing the 

existing investments by adopting a Cloud/Hybrid-Cloud approach. All this has to be done while 

maintaining and improving upon measures  of security, privacy and compliance. 

OiX Government is the blockchain-ready Cloud solution for government agencies that helps 

government agencies meet these challenges.   

The intended audience for this solution  includes:  

¶ Government agencies interested in Enterprise Cloud Services 

¶ IT companies with SaaS Solution aimed for Governments.  

OiX Government is a robust government cloud offering that supports government agencies in 

scenarios that warrant swiftness, scale, safekeeping and compliance. Our team has extensive 

experience working on this technology and together with our keen insight into the working of 

the upcoming ecosystem of Blockchain, our solution is the one for years to come. 

In order to make it compliant  with the wide array of security standards, as laid down by major 

regulatory authorities, we have made an extensive study of the guidelines and ensured that we 

follow the standards. Regulations such as United States Federal Risk and Authorization 

Management Program (FedRAMP), Department of Defense Enterprise Cloud Service Broker 

(ECSB), Criminal Justice Information Services (CJIS) Security Policy and Health Insurance 

Portability and Accountability Act (HIPAA) are rigorously followed apart from a number of other 

standards as listed in Appendix 1.  

OiX Government offers the core components of Infrastructure -as-a-Service (IaaS). Among the 

included services are infrastructure, network, storage, identity management and data 

management, to name a few.   

OiX Government has a host of other features that outline and underline the focus that we place 

on data security.  

Physical and network -isolated instance  ð The OiX Government is an ecosystem that is 

completely isolated from public access and each separate instance of its deployment is 

isolated from the other instances as well. It is not for public consumption and can only 
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be accessed by authorized government organizations and their service providers and 

partners. 

Oix platform is aligned with several compliance requirements in different regions.   

OiX Government cloud architecture enforces stringent controls to enhanced security meet  

several compliance standards required by US Federal Government, FINRA, SEC such as  NIST, 

FedRamp, GLBA  and Gov.uk Open standards for government etc. 

Cloud Data storage  ð OiX Government Cloud offers reliable and scalable GPU Enabled 

Database, Big data analytics, Internet of Things, and backup and restore applications. The 

data storage infrastructure meets strict government data storage and archival 

requirement. 

Thorough Background checks  ð Every one of our team with any kind of access to the 

infrastructure ð physical or virtual, goes through an exhaustive background check and 

meets the standards set by government.  

Identity Management  ð Identity Management , as set up within the OiX Government 

ecosystem FedRAMP Compliant Federated Identity Infrastructure which allows seamless 

authentication and authorization for existing  government information technology 

infrastructure. 

Compliance ð OiX is constantly making efforts to keep abreast with the various 

compliance requirements. An exhaustive list of the standards we are actively following 

are to be found in Annexure 1. 

OiX Government is also empowered to help agencies leverage their existing technology 

investments while reaping the benefits of cloud services.  The flexibility and adaptability  of the 

OiX Government Cloud allows for adoption by complex government organizational se tups and 

inter-agency relationships. 
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OiX Government Cloud 

Overview  

OiX Government Cloud aims to deliver a cloud solution that offers solution that is designed 

specifically to support diverse scenarios that different governments across the globe demand.  

We offer Infrastructure-as-a-Service (IaaS) and Software-as-a-Service (SaaS) with the most 

secure and robust infrastructure. We offer infrastructure, network, storage, data management 

and identity management  delivered through secure and compliant hybrid cloud solution.   

OiX Government has been designed with focus on the following:  

¶ Ease of Use ð We understand that technology should be an enabler and not a barrier. This is 

the key focus of our solution ð we are here to make the technology work for you instead of 

you work for getting the technology working for you. We have made it easier youõre your 

developers, system administrators, and architects to build, migrate, deploy , and manage 

applications. This makes scalability a matter of minutes not days and weeks.  

¶ Open and Flexible  ð We have a wide array of SaaS and IaaS solutions that are scalable and 

modular in nature.  

¶ Secure and Compliant  ð Our focus and understanding of security is unparalleled. We are 

keeping the guidelines of an array of regulations in our purview. An exhaustive list can be 

found in Annexure 1.  

OiX Government F eatures  

OiX Government is a highly capable solution of infrastructure, fabric, services, and the 

frameworks that can be used to develop complex solutions for government agencies.  

The capability of OiX Government Cloud include IaaS and SaaS, providing a robust setup 

capable of comput ing, network infrastructure, storage, and identity management services.  With 

the OiX Government Cloud the agencies are able to exercise the flexibility to choose either setup 

to quickly build, test, deploy, and manage applications. 

Cloud Services 

OiX Cloud Services is the ideal choice for any government agency where we take care of the 

infrastructure services like Operating system patching, monitoring and scaling. This gives the 

customer the freedom to concentrate on configuration and maintenance of their application s 

and data.   
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When an application is developed to run on OiX GC, the code and configuration together form 

the OiX cloud service. Such creation of cloud service enables deployment of a multi-tier web 

application. OiX Cloud services can be used to support mo re complex multi -tier architectures. 

Data M anagement  

We provide multiple database options to enable a more customized experience for the 

customer. They can choose between MySQL, PostgreSQL and MapD GPU Database. These three 

database services account for more than half of all database deployments.  

We also support additional deployment of other data management solutions including but not 

limited to Oracle and MongoDB.  

Network  

OiX Government, as a rule, maintains a physically isolated network from its other ventures. The 

capability necessary to securely connect VMs to one another and to connect on-premises 

government data centers with Azure Government VMs is leveraged via Virtual networking . OiX  

blocks unauthorized traffic to and within our data centers. We leverage an assortment of 

technologies such as firewalls, partitioned Local Area Networks, and physical separation of back-

end servers from public -facing interfaces. 
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Identity Management  

OiX Government Blockchain Open Identity Framework is standardized approach to information 

security implementation and management.   

¶ OiX Government Open Identity Framework value proposition  is to disintermediation of 

identities and use DLT for compliance enforcement by taking advantage of DLTs like 

Blockchain and reconcile with applications and validate the user access in compliant with 

disparate compliance requirements. 

¶ Open Identity Framework helps government agencies to sustain the adoption of 

blockchain as per adopted strategy and risk tolerance and foster the culture of control 

and effectively pivot from build to sustain.  

¶ OiX Governance and accountability Solution encompass layered rating system that 

specifically rates governance and controls. 

¶ OiX Blockchain Identity Governance extend X.509 Public Key Infrastructure and  apply 

RFC 3161 trusted timestamps to time-sensitive transactions through independently 

verified and auditable date and UTC (Coordinated Universal Time) sources. This  provides 

a long term validation and non -repudiation of the time and date the transaction took 

place.  

¶ OiX Government Identity PKI and Digital Signature Framework verify digital signatures 

and allow verify different use cases such as IoT, Financial Transitions etc.    

¶ OiX Government platform aligns with Gov.uk Open standards for government and The 

Federal Risk and Authorization Management Program to enable government agencies to 

seamlessly adapt the Block Chain applications and services. 

¶ OiX Open Identity Framework provides privacy while allowing users, customers, 

manufacturers to participate in integrated application platform for Government Citizen 

Benefit Services and third party external service providers.  

¶ OiX Identity Framework helps disparate participants in decision making to be 

authoritative and control/issue  the lifecycle of authentication token , authorization 

tokens for devices and or applications or transactions.  

¶ OiX Government Open Identity Framework increases ROI and  promotes reusability to 

reduce cost. 

¶ OiX Hyperledger supports private (permissioned) Blockchain through its identity 

management service which authenticates all participants in the network. 

¶ OiX Open Identity supports SAML 2.0, OAuth 2.0, OpenID,  and WS-Federations. 

¶ OiX Government Cloud Strong authentication  uses natively integrated biometric 

security .  

¶ Every privilege action and or event requires 2 factor authentication /authorization enforced by 

Biometric security.  
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¶ Users and system administrators Access to privilege system, data and or process requires 

biometric validation and helps enforce the authentication and authorization control.  

¶ OiX Multi Signature Biometrics enabled Open Identity Framework can be used for both 

on-premises and OiX Government cloud applications.  

OiX Government Security , Privacy and Compliance  

Overview  

OiX Government works in tandem with customer agencies to develop pioneering security, 

privacy and compliance practices. Although a startup, our company has years of experience in its 

tam on implementation, maintenance and innovation in both Blockchain and Cloud 

development and management.  Our teams focus on ensuring that we meet our  own security 

and compliance standards consistently without fail  as well as help our customers meet their 

compliance and regulatory requirements.    

Security  

OIX has standardized approach to security assessment, authorization, and continuous monitoring 

for cloud products and services.  

OIX adopts NIST Security standards FIPS compliant cryptography module to prove the 

authenticity and integrity of the digital assets.  

The OIX security authorization uses the FedRAMP requirements, which are FISMA compliant and 

based on the NIST 800-53 rev3, (800-53, 8003-47) and FIPS 199 and 200 

¶ Improves real-time security visibility 

¶ Increase confidence in security of OIX platform 

¶ Provides a uniform approach to risk-based management 

¶ Ensure consistent application of existing security practices 

¶ Increase automation and near real-time data for continuous monitoring  

¶ Accelerate the adoption of secure OIX platform through reuse of assessments and 

authorizations 

¶ Improves the trustworthiness, reliability, consistency, and quality of the Federal security 

authorization process 

¶ Achieve consistent security authorizations using a baseline set of agreed upon standards 

to be used for OIX product approval in or outside of FedRAMP 

¶ Prevent anyone ñ even root users and administrators ñ from accessing sensitive 

information  
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¶ Deny illicit attempts to change data or applications within the network.  

¶ Carefully guard encryption keys using the highest-grade security standards so they can 

never be misappropriated. 

Infrastructure Protection  

We address security risks on a continuous basis across our infrastructure inclusive of hardware, 

software, network and manpower. We have key focus on intrusion detection and prevention 

systems, denial of service attack prevention and regular penetration testing . With OiX, our 

customers can greatly reduce their own investment on these capabilities and benefit from 

economies of scale that is set in by our enterprise wide security initiatives.   

Network Protection  

OiX networking delivers the infrastructure needed to securely link the Virtual Machines to one 

another and to connect the on-premises data centers with deployed OiX VMs. OiX blocks 

unapproved traffic to and within our data centers by using a variety of technologies including 

but not limited to  firewalls, partitioned Local Area Networks, and physical separation of back-

end servers from public-facing interfaces.  

Some of our measures are   

¶ Network isolation.   

¶ Virtual networking.    

¶ Encrypting communications.   

¶ Access monitoring and logging  

¶ Strong authentication  

¶ Role-based access control    

Data Protection  

We rely on both technological safeguards, including but not limited to end -to-end encrypted 

communication  and streamlined and monitored operation processes to help maintain security 

of Customer Data. Our scalable and adaptable setup means that customers can easily implement 

additional Security measures and encryption and manage their own keys.  

¶ Data in transit.   

¶ Data at rest.   

¶ Data segregation.   
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¶ Data destruction.  

Privacy 

OiX believes that we have an obligation to keep security measures in place so that they can rest 

assured that there is a robust infrastructure taking care of their privacy concerns. We also go all-

out to ensure that our Service Management measures are transparent so that customer has clear 

visibility of where their data is and who has access to it.  

Here is an abstract of our security approach: 

¶ Privacy by Design  

¶ Restricted data access and use  

¶ Contractual commitments  

¶ Control over data location   

¶ No use for advertising   

Compliance  

OIX customers remain responsible for complying with applicable compliance laws and 

regulations. In some cases, OIX offers functionality (such as security features), enablers, and legal 

agreements (such as the OIX Data Processing Agreement and Business Associate Addendum) to 

support customer compliance. 

No formal certification is available to (or distributable by) Open Investment Exchange cloud 

service provider within these law and regulatory domains. 

¶ CISPE 

¶ EU Model Clauses 

¶ FERPA 

¶ GLBA 

¶ HIPAA 

¶ HITECH 

¶ IRS 1075 

¶ ITAR 

¶ My Number Act [Japan] 

¶ U.K. DPA - 1988 

¶ VPAT / Section 508 

¶ EU Data Protection 

Directive 

¶ Privacy Act [Australia] 

¶ Privacy Act [New Zealand] 

¶ PDPA - 2010 [Malaysia] 

¶ PDPA - 2012 [Singapore] 

¶ PIPEDA [Canada] 

¶ Spanish DPA 

Authorization

 

OIX pursues disparate security and compliance standards across geographies and verticals, 

including ISO 27001, FedRAMP, and PCI DSS, CESG (UK), Singapore Multi-tier Cloud Security 

(MTCS) standards and applicable EU data protection laws. This means that customers, with 

existing deployments elsewhere, wishing to transfer personal data from the European Economic 
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Area (EEA) to other countries can do so knowing that their content in OIX will be given the same 

high level of protection it receives in the EEA. OIX aspires to reduce the effort needed to 

perform audits, since these tasks become routine, ongoing, and automated. By spending less 

time on manual activities, manages risk and improves security posture. 

 

Blockchain Ready Cloud  

OiX Government Cloud is a Blockchain ready and it is the most advanced and comprehensive 

offering of its own kind. OiX business cloud helps enterprises build and manage  blockchain  

solutions without having to start from scratch. As more government records move on 

Blockchain, this will be a much sought after service by government agencies and we can 

leverage our expertise in both the technologies.  

For any further question on our Government Cloud offering please get in touch through 

our websites www.oix.global  and www.oix.li  

  

http://www.oix.global/
http://www.oix.li/
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APPENDIX 1: ALIGNMENTS AND FRAMEWORK S BEING FOLLOWED: 

¶ C5 [Germany] 

¶ Cyber Essentials 

Plus [UK] 

¶ DoD SRG 

¶ FedRAMP 

¶ FIPS 

¶ IRAP [Australia] 

¶ ISO 9001 

¶ ISO 27001 

¶ ISO 27017 

¶ ISO 27018 

¶ K-ISMS [Korea] 

¶ MTCS [Singapore] 

¶ PCI DSS Level 1 

¶ SEC Rule 17-a-4(f) 

¶ SOC 1 

¶ SOC 2 

¶ SOC 3 

¶ CIS 

¶ CJIS 

¶ CSA 

¶ ENS [Spain] 

¶ EU-US Privacy 

Shield 

¶ FFIEC 

¶ FISC 

¶ FISMA 

¶ G-Cloud [UK] 

¶ GxP (FDA CFR 21 

Part 11) 

¶ ICREA 

¶ IT Grundschutz 

[Germany] 

¶ MITA 3.0 

¶ MPAA 

¶ NIST 

¶ PHR 

¶ Uptime Institute 

Tiers 

¶ UK Cloud Security 

Principles 
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